Abstract-Human activity recognition has gained importance in recent years due to its applications in various fields such as health, security and surveillance, entertainment, and intelligent environments. A significant amount of work has been done on human activity recognition and researchers have leveraged different approaches, such as wearable, object-tagged, and devicefree, to recognize human activities. In this article, we present a comprehensive survey of the work conducted over the period 2010-2018 in various areas of human activity recognition with main focus on device-free solutions. The device-free approach is becoming very popular due to the fact that the subject is not required to carry anything, instead, the environment is tagged with devices to capture the required information. We propose a new taxonomy for categorizing the research work conducted in the field of activity recognition and divide the existing literature into three sub-areas: action-based, motion-based, and interactionbased. We further divide these areas into ten different sub-topics and present the latest research work in these sub-topics. Unlike previous surveys which focus only on one type of activities, to the best of our knowledge, we cover all the sub-areas in activity recognition and provide a comparison of the latest research work in these sub-areas. Specifically, we discuss the key attributes and design approaches for the work presented. Then we provide extensive analysis based on 10 important metrics, to give the reader, a complete overview of the state-of-the-art techniques and trends in different sub-areas of human activity recognition. In the end, we discuss open research issues and provide future research directions in the field of human activity recognition.
I. INTRODUCTION
H Activity recognition (HAR) has been a very active research topic for the past two decades for its applications in various fields such as health, remote monitoring, gaming, security and surveillance, and human-computer interaction. Activity recognition can be defined as the ability to recognize/detect current activity on the basis of information received from different sensors [1] . These sensors can be cameras, wearable sensors, sensors attached to objects of the daily use or deployed in the environment. With the advancement in technology and reduction in devices cost, logging of daily activities has become very popular and practical. People are logging their daily life activities, such as preparing a meal, Z. Hussain is a PhD scholar in Department of Computing at Macquarie University, Sydney, Australia (e-mail: zawar.hussain@hdr.mq.edu.au).
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eating, sleeping, watching a TV, or the number of steps taken. To capture these activities, different approaches have been used. These approaches can be broadly classified into visionbased and sensor-based [2] as shown in Figure 1 . One of the pioneer approaches in this area is vision-based approach, in which a camera is used to capture the information about the activities of human. By applying computer vision techniques on this captured data, different activities can be recognized. Although computer vision based techniques are easy to use and can provide good results, there are many issues related to this approach. Privacy is the main concern. Another issue with this approach is light dependency. Traditional cameras fail to work if there is no proper light (e.g., night time). Many surveys have been written for vision-based approaches because it was one of the initial approaches used for activity recognition [3] . Therefore, vision-based techniques are not included in our survey.
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Fig. 1. Classification of human activity recognition approaches
Due to low cost and advancement in sensor technology, most of the research in the field of HAR has shifted towards a sensor-based approach. In the sensor-based approach, different sensors are used to capture the behavior of human while they perform daily life activities. Sensor-based solutions can further be divided into three major categories on the basis of sensor's deployment, which are: i) wearable, ii) object-tagged (devicebound), and iii) dense sensing (environment tagged/devicefree) [4] . In wearable approach, a user has to carry the sensors with them as they perform any activity. A significant amount of work has been done on activity recognition using wearable sensors but the major problem with this kind of approach is that wearing a tag is not feasible sometimes. For example, in the case of elderly or patients, they may forget to wear the tags or maybe, they resist to wear the tags at all. For solutions which use object-tagged approach, sensors are attached to objects of daily use. Based on a user's interaction with these objects, different activities are recognized. This is a devicebound approach, i.e., users are required to use specific objects (tagged-objects) only. Like wearable approach, this approach may also not be feasible all the time because it bounds the users to use tagged-objects.
Over the past few years, researchers are focusing on devicefree (dense sensing) approach in which users are not required to carry any tag or device with them. The idea is to deploy sensors in the environment (the facility in which the activity is being performed) and when a person performs any activity, the data will be captured through those sensors, which can then be used for activity recognition. The device-free approach is more practical because it does not require the user to carry any device while doing any activity. But there are some challenges in this approach as well such as interference from the environment. The data captured by the sensors can be disturbed from the surroundings which can cause noise in the data.
In this survey, we provide an overview of the research works conducted over the period 2010-2018 in the field of human activity recognition with a focus on device-free approaches, especially the ones based on Radio Frequency Identification (RFID) technology. We divide the existing literature in activity recognition into three main categories, which are: i) action-based, ii) motion-based, and iii) interaction-based activities. These categories are further divided into 10 subareas. Research works for action-based activities are divided into gesture recognition, posture recognition, fall detection, activities of daily living, behavior recognition, and ambient assisted living. Motion-based activities are divided into tracking, motion detection, and people counting. Research works for interaction-based activities are grouped in a single category which is human-object interaction. We present the latest research in all these sub-areas of human activity recognition. We discuss and analyze the latest work in these areas to give the reader a comprehensive overview of the current research trends in the field of human activity recognition. The rest of the paper is organized as follows. Section 2 presents some related work and Section 3 provides technical details about the different technologies used in human activity recognition. Section 4 provides different categories of HAR and details of the work conducted in each category. Section 5 presents applications of HAR and in Section 6, we provide future challenges and open research issues in HAR. Section 7 discusses the issues faced while reviewing the literature and section 8 concludes this work.
II. RELATED WORK
A considerable amount of work has been done in human activity recognition for the last decade. There are many surveys which summarize the research work in the area of activity recognition. These surveys focus on different approaches used for activity recognition and can be broadly classified into four main categories which are given as follows.
A. Radio Frequency Based
Surveys in this category focus on radio frequency (RF) based approaches for human activity recognition. Some of these surveys are discussed in this section.
Scholz et al. [5] presented a survey of the research work in the field of device-free radio based activity recognition. This survey categorizes the existing work in device-free radio-based localization (DFL) and device-free radio-based activity recognition (DFAR). For DFL, the authors provide a description of different topics such as accurate presence detection, spatial coverage, adaptive machine learning, radio tomographic, and statistical modeling. For DFAR, the literature is sub-divided as adaptive threshold-based DFAR, machine learning-based DFAR, and statistical modeling-based DFAR. This work also provides a discussion on open challenges in the field of activity recognition. This survey mainly focuses on the analysis of radio sensor's usability in activity recognition.
Amendola et al. [6] presented a survey summarizing the use of RFID technology for the Internet of Things (IoT) based health-related applications. This work describes the various uses of RFID tags such as environmental passive sensors which include volatile compound sensor and temperature sensors, and body-centric tags which include wearable tags and implantable tags. This work also provides some applications of RFID technology in human behavior analysis such as tracking, gesture recognition, and remote monitoring. The authors provide research directions in the field of RFID technology. This work discusses the possible use of RFID technology in various applications but does not provide any details about the work done in those application areas.
Wang & Zhou [4] summarized research work in the field of radio-based activity recognition. This survey categorizes the existing work in four major categories: i) ZigBee radio-based, ii) Wi-Fi-based, iii) RFID-based, and iv) other radio-based (e.g., FM radio, microwave). The authors present a comparison of all these techniques using metrics like coverage, accuracy, activity types, and deployment costs. They also provide some future research directions. This work focuses on only a single device-free approach which is based on RFID.
Ma et al. [7] provided a short survey of the research in activity recognition using Wi-Fi-based approach. The paper gives a brief overview of the key technologies in Wi-Fi related work from the literature, to formulate a framework for activity recognition system, based on Wi-Fi. The major steps for this framework are base signal selection, pre-processing, feature extraction, and classification techniques. Three different kinds of base signals are discussed which includes amplitude, phase, and phase difference. The step of pre-processing is subdivided into outline removal, irrelevant information removal, and redundancy removal. Feature extraction step involves space transformation and feature selection. Finally, in the classification step, two methods are discussed which are rulebased and machine learning based. This survey categorizes the literature in activity recognition into two major groups: coarse-grained activities and fine-grained activities. This work discusses only Wi-Fi-based research and also the detail about the given work is missing. This survey lacks the comparison between different approaches discussed and instead focuses on the steps involved in a Wi-Fi-based human activity recognition model.
The survey presented by Cianca et al. [8] outlines the work conducted in the field of human activity recognition using RF signals. The authors classify human activity recognition into sub-categories such as presence detection, fall detection, activity detection, gesture and posture recognition, people counting, personal characteristic identification, breathe and vital sign detection, and human-object interactions. This work is mainly focused on device-free passive sensing approaches and divides these approaches on the bases of signal characteristics (bandwidth, carrier frequency, and transmission mode), type of measurement on the received signal (directly generated CSI or raw data from SDR platform), and type of signal descriptor used. This survey paper provides a good outline of the activity recognition work using RF signals.
B. Sensor Based
This section presents the surveys which focus on sensorbased approaches for activity recognition.
Chen et al. [2] presented a detailed survey of the sensor based work in human activity recognition. This survey classifies the existing research efforts in two main categories: i) vision-based vs sensor-based, and ii) data-driven based vs knowledge-driven based. In the first categorization, the survey focuses on sensor-based approaches. Different techniques are discussed which use wearable sensors (e.g., accelerometer, GPS, and biosensors) and dense sensing. In the second way of classification, authors categorize the literature in activity recognition into data-driven vs knowledge-driven approaches. For data-driven approaches, the authors discuss techniques using generative modeling and discriminative modeling. For knowledge-driven approaches, techniques are further divided into logic-based, ontology-based, and mining based approaches. The main focus of this survey is data-centric activity recognition techniques.
Another survey by Wang et al. [9] highlighted the different deep learning approaches for human activity recognition, using sensors. This work classifies the literature in activity recognition on the basis of sensor modality, deep model, and application area. On the basis of modality, the literature is divided into four aspects: body-worn sensors, object sensors, ambient sensors, and hybrid sensors. On the basis of the deep model, related work is categorized as discriminative deep architecture, generative deep architecture, and hybrid deep architecture. With respect to the application area, the related work is classified as activities of daily living, sleep, sports, and health. This survey outlines the research in activity recognition with main focus on the deep model used for processing the data from sensors.
C. Wearable Device Based
This section presents the surveys which discuss wearable device based solutions for activity recognition.
Lara & Labarador [10] outlined the work conducted in activity recognition using wearable sensors. This survey presents a detailed discussion of different design issues in a HAR system, such as selecting sensors and attributes, data collection and protocol, recognition performance, processing methods, and energy consumption. This survey categorizes the existing work into supervised online, supervised off-line, and semisupervised off-line systems. Human activity recognition systems which use wearable sensors for data collection is the main focus of this survey.
Cornacchia et al. [11] presented a detailed survey and divides the existing research work in two major categories: global body motion activity, which involves the movement/displacement of the whole body (e.g., walking, climbing, and running) and local interaction activity, which involves the movement of extremities (e.g., use of objects). This paper also provides a classification based on the type of sensor used and the placement of the sensor on the human body such as a waist mounted and a chest mounted. Different techniques using sensors like gyroscope, accelerometer, magnetometer, wearable cameras, and hybrid sensors (using multiple sensors) have been discussed by the authors. This survey focuses only on wearable sensors based research work for activity recognition.
Some surveys also focus on mobile phone-based solution for HAR because many techniques use a mobile phone (built-in sensors) for activity recognition. One such survey is presented by Shoaib et al. [12] which outlines the research work using mobile phones.
D. Vision Based
This section presents the surveys which focus on visionbased solutions for activity recognition. Vrigkas et al. [13] presented a survey of existing research work which uses visionbased approach for activity recognition and classified the literature in two main categories: unimodal and multi-modal approaches. Unimodal methods are those which use data from a single modality and are further classified as stochastic, rulebased, space-time based, and shape-based methods. Multimodal approaches use data from different sources and are further divided into behavioral, effective, and social-networking methods. This survey focuses only on vision-based approaches for activity recognition.
Herath et al. [14] provided a detailed overview of the major research undertaken in the field of action recognition, using vision-based approaches. This survey categorizes the overall work into two major categories: solutions based on representation and solutions based on deep neural network. Representation-based solutions are further classified into Holistic and local presentations and aggregation methods. Solutions based on the deep neural network are sub-classified as multiple stream networks, temporal coherency networks, generative models, and spatiotemporal networks. This paper provides a very detailed and comprehensive survey of the work done in action recognition.
Surveys discussed above are summarized in Table 1 . Most of these surveys highlight the work conducted in human activity recognition but the focus is mainly on a single approach. Some focus on sensor-based approach while others focus on visionbased approach. Also, these surveys do not provide details Recently, with the advancement in RFID technology, many solutions have been proposed for activity recognition using device-free RFID technology. Previous surveys missed the details about these solutions. To the best of our knowledge, there is no previous survey which provides a comprehensive and detailed analysis of RFID-based device-free approaches for activity recognition. Our goal is not only to provide an overview of the latest research conducted in human activity recognition with main focus on device-free approaches, especially RFID, but also to compare different techniques and understand the advantages and disadvantages of each technique.
III. TECHNICAL BACKGROUND
Human activity recognition is a composite process and can be divided into four major phases [2] as shown in Figure 2 . These phases are: i) selection and deployment of sensors ii) collection of data from these sensors, iii) pre-processing and feature selection from the data, and iv) use of machine learning algorithm to infer or recognize activities.
Over the past decade, considerable research has been done in the area of human activity recognition using sensor technology. Some of the most common sensors which are used for activity recognition are: accelerometer, motion sensors, biosensors, gyroscope, pressure sensor, proximity sensor, etc. Some of the sensors are radio-based such as RFID. These sensors can be used in various ways. They can be attached to different objects or can be used as wearable sensors or be deployed in the environment.
Nowadays, many different kinds of cheap and portable sensors are available which have the ability to sense and communicate the information using wireless networks. In this section, we provide the details about some of the technologies which are being used for human activity recognition as shown in Figure 3 and 4.
A. Surveillance Cameras
The most basic and traditional way of activity recognition is to install surveillance cameras in the facility and monitor the activities of humans. Monitoring can be done through human (a person watching the videos and images coming from cameras) or through an automatic process. Different computer vision techniques have been developed which can process and analyze the data (videos and images) from the camera and can automatically recognize activities. 
B. Depth Cameras
One of the issues with traditional cameras is dependency on light i.e., they cannot work in darkness. The development of depth cameras such as Kinect solved this issue because it can work in total darkness. Different data streams can be obtained from Kinect such as RGB, depth, and audio [15] . It can capture the information about human body and can construct a 3D virtual skeleton. Using this information, activities can be recognized because different movements of the body (skeleton) are related to different activities. Apart from complex computation, cost of depth cameras is high, which is a disadvantage of using it for activity recognition.
C. Wi-Fi
In the last decade, there is a paradigm shift in human activity recognition research from device-bound approaches to devicefree approaches. Researchers have studied the properties of wireless networks, such as Channel State Information (CSI) and started to use it for activity recognition [7] . Many solutions have been proposed for localization, tracking, fall detection, etc., using Wi-Fi. A major advantage of Wi-Fi is that it is unobtrusive and users are not required to carry any device with them.
D. Sensors
In the twenty-first century, significant research has been done in the field of sensors and many different kinds of sensors have been produced. These sensors are very useful and have the ability to sense the environment and communicate the information wirelessly. Some of the sensors which are widely used in the research for activity recognition are given as follows.
1) Accelerometer: An accelerometer is an electromechanical device used for measuring the acceleration. It can sense acceleration in multiple directions. To do that, the accelerometer is designed with multi-axis (i.e., x, y, and z) sensors. A multi-axis accelerometer can measure acceleration in x, y, and z-direction at the same time. The accelerometer is widely used in solutions for gesture recognition, posture recognition, fall detection, tracking, ambient assisted living, activities of daily living, etc.
2) Magnetometer: Magnetometer is used to measure the magnetic field and some time the direction of magnetic field. This sensor is used in various fields of activity recognition (e.g., gesture recognition) because of its ability to detect changes in the magnetic field caused by human activity.
3) Motion Sensor: Motion sensors are used to detect the motion or presence of a subject in a particular area. Motion sensor are widely used in the field of human activity recognition especially in motion detection, tracking, and people counting.
4) Proximity Sensor: It is an electronic sensor which can detect the presence of nearby objects without making any physical contact. Proximity sensors are widely used in gesture recognition techniques.
E. RFID
Radio Frequency Identification technology has seen a boom in the last decade. Originally developed for military purposes to differentiate between friendly and hostile aircrafts [16] , this technology has seen momentous advancement in recent years [17] . It is widely used in tracking and supply chain management. Initially, the range of RFID technology was very small (few centimeters) which is now increased up to a great extent (15 meters for passive tags and 100 meters for active tags) [18] . The RFID technology has two main parts; reader and tags.
• Reader is a device which is used to collect information from tags. The reader has an antenna which emits radio waves. These radio waves are received and modulated by RFID tags with their information such as ID. The reader can capture these backscattered signals through an antenna, which has the information of tags.
• Tags are the small chips with which can be easily attached to any objects. These tags are mainly of two types; Active and Passive. Active tags have their own power supply (battery) while passive tags are battery less and harvest their energy from the radio waves of the readers. Active tags have longer range as compared to the passive tags. Due to the passive nature of RFID, low cost and unobtrusive, this technology have been adopted in various fields. RFID is now widely used in human activity recognition research. Researchers are using RFID technology for posture recognition, gesture recognition, tracking, localization, behavior recognition, etc.
IV. DEVICE-FREE HUMAN ACTIVITY RECOGNITION TECHNIQUES
Activity recognition aims to identify or detect physical activities of a single person or group of persons. These physical activities can be of different types. Some of these activities can be performed by a single person which involves the movement of the whole body such as walking, running and sitting. Some of these activities can be complex like jumping and dancing. Some activities involve a specific body part such as making gestures with hand. Certain activities can be performed by interacting with objects, for example, preparing a meal in the kitchen. Detecting the presence or motion of a human in a certain environment also comes under the activity recognition (e.g., intrusion detection). Tracking the movement or trajectory of a human in a specific area can also be considered as activity recognition. Significant research has been conducted under the umbrella of human activity recognition. A schematic classification of different works in the field of activity recognition is given in Figure 5 . In this paper, we will follow the taxonomy given in Figure 5 and will provide an overview of the research work done in these areas with a focus on device-free techniques, especially RFID technology.
A. Comparison Metrics
Prior to the discussion of different categories of devicefree human activity recognition techniques, we provide the comparison metrics in this section and these metrics will be used in Section IV-B, Section IV-C and Section IV-D for the comparison of different approaches. Following are the metrics that we have used for comparing various solutions presented in this survey.
• Approach (M1): Various approaches have been used by researchers for human activity recognition. These approaches can be device-free, wearable or hybrid. Hybrid approaches combine both wearable and object-tagged approaches. 
B. Action Based Activities
Action based activities are those activities which involve some action of the human body. This action can involve either the whole body or a specific portion of a body. In this section, we provide an overview of the different solutions proposed for the recognition of action based human activities. 1) Gesture Recognition: Gesture recognition is one of the most important sub-topics in action recognition. In recent years, it has gained much attention for its role in humanmachine interaction. In the past, the only option to interact with a machine was through manually using some device such as a mouse, keyboard or touch screen. But that is not always feasible. For example, using these devices may not be possible for the disable or elderly people. Placing these input devices in public spaces such as parks, airports, and hospitals may not be easy because of the associated high cost or heavy usage. Also, due to their touch-based nature, it can be harmful to use them in some environments such as hospitals, where the chances of infections are high.
Over the past decade, researchers are trying to provide alternative solutions for interacting with machines. Table 2 provides the approach, technology, advantages, and disadvantages of the different techniques discussed in this section and some applications of gesture recognition. Some of these solutions are vision-based and use cameras to capture videos or images for gesture recognition [19] , [20] , [21] , [22] , [23] , [24] , [25] , [26] . But this approach has a privacy issue, complex processing, and very high deployment cost. Some solutions use wearable devices for gesture recognition. These devices range from simple sensors to specially designed gloves and bracelets [27] , [28] , [29] , [30] . Some techniques use objects tagged with sensors and users make gestures with these sensor-tagged objects, which can be recognized [31] , [32] , [33] . Jayatilaka & Ranasinghe [34] used a smart cup tagged with passive RFID tags to recognize fluid intake gestures while another work tried to identify drinking gestures by using a wrist-worn sensor [35] . The focus of this section is device-free RFID-based solutions for gesture recognition.
Ye et al. [36] proposed a device-free solution called Link State Indicator (LSI), for gesture recognition, using passive RFID tag arrays. It uses the number of counts (tag being read successfully), to represent the state of an unobstructed link. LSI is the ratio of the tag's count read successfully to a reference count in a unit time. The reference count is obtained when there is no obstruction. For each gesture, this work calculates gesture matrix which represents the state for all the tags as fully obstructed, partially obstructed or not obstructed at all. Finally, Fisher's linear discriminant method is used for gesture recognition. To evaluate the performance of this scheme, the authors have performed experiments using twelve different gestures: six gestures while squatting and six gestures while standing. The system has an average accuracy of 94% for all the twelve gestures. This technique is off-line, so it cannot provide real-time recognition. The gestures identified are very different from each other and the performance is poor for closely related gestures. The paper lacks the discussion about the complexity (space and time) of the proposed solution. Also, the number of experiments performed is not enough. There is no discussion about the issue of variability i.e. if the same gesture is performed by different persons or the same person performs the same gesture in different styles.
Smart surface [37] is a technique which combines RFID technology with machine learning for recognizing gestures. This technique uses passive RFID tags and antennas attached to a surface. The basic idea of this work is that the Received Signal Strength Indicator (RSSI) values from RFID tags are disturbed when a gesture is performed in front of the tags. These disturbances can be classified by the K-means algorithm into different clusters with each cluster representing a specific gesture performed. These specific gestures can be used with many different applications such as controlling an audio player. Experiments show that smart surface can achieve 100% accuracy for some basic gestures (e.g., hand movement from 1 tag to another) when separate antennas are used with each tag. This work provides an initiative for making smart surfaces using passive RFID tags but it can identify very basic gestures only, which are some movements made in pre-defined directions. Every tag is required to have its own antenna (e.g., 10 tags will need 10 antennas). Also, this work lacks the details about the use of the system such as how far should be the user from the tags, while performing gestures. Ding et al. [38] proposed a device free technique for gesture (hand motion and handwriting) recognition using passive RFID tags. This technique uses COTS RFID tags attached to a plate in a grid form. The system is based on the idea that when a motion (hand gesture) occurs in front of an RFID tag, significant change can be seen in the RSSI and phase values received by the reader. Using these changes in RSSI and phase values combined with tag IDs, different hand gestures can be identified. The system is capable of identifying some basic gestures for touchscreen as well as English alphabets i.e., English letters drawn with a hand motion in the air can be recognized. Experiments show that the proposed system achieves an accuracy of 91%. One of the best aspects of this technique is that no prior training is required and it can provide results in real time which is important for interactive applications. The system works well when the gestures are performed at relatively slow speed but performance degrades when gestures are performed with high speed. Another limitation of this technique is the distance from the surface (plate with tags). User needs to be very close (≤ 5 cm) to the plate while making any gestures otherwise, performance degrades.
GRfid [39] is a device-free approach for gesture recognition. It is capable of detecting a total of six hand gestures. The system uses the RFID signal phase changes for recognizing different hand gestures. Data collected from passive RFID tags is passed through several processing blocks namely, pre-processing, gesture detection, gesture profiling training, and gesture recognition. GRfid uses Dynamic Time Warping (DTW) as a metric for comparison and proposes an adaptive weighting algorithm for gesture matching. The achieved accuracy is 96.5% for the identical position (testing and training data is collected at the same position) and 92.8% for diverseposition (testing and training data is collected at different positions) scenarios. Although the proposed system performed better in many diverse scenarios, there are some limitations. The gestures tested and recognized are very basic in nature. There is no discussion about the latency of the system which is a very important aspect for the gesture recognition system.
2) Posture Recognition: Humans do many activities in their daily lives. These activities can be simple postures such as standing, sitting, lying or walking or may be complex such as running, doing exercise, and cooking. Many of these simple activities (postures) are of interest to recognize because of many applications in various fields. Table 3 provides the approach, technology, advantages and disadvantages of the different techniques discussed in this section and some applications of posture recognition. Researchers have used different sensor-based techniques for posture recognition and these techniques can be broadly classified in two main categories: i) using on-body or wearable sensors, and ii) using sensors deployed in environment (device free). First category of solutions use wearable sensors i.e., different sensors are attached to human body or clothes while performing activities. Some solutions use inertial sensors embedded in smartphone i.e., users need to carry their smartphone while performing any activity. A smartphone based technique is presented in [40] which uses accelerometer sensor embedded in smartphones. This technique is fully implemented in the android smartphone and allows for different orientation and placement of smartphone on human body. Wickramasinghe & Ranasunghe [41] presented a technique using wearable sensor for ambulatory monitoring to recognize activities such as transfer out of chair, bed or walking. This method requires the user to wear a computational Radio Frequency Identification (CRFID) sensor. Ronao & Cho [42] proposed a deep neural network based solution using embedded sensors in smartphone (accelerometer and gyroscope). Many other solutions have been presented for posture recognition using different wearable sensors [43] , [44] , [45] , [46] . A major problem with wearable sensors is that it is not always feasible to wear these tags, while performing an activity.
A more realistic approach is the device-free approach. In the past decade, many solutions have been proposed for posture recognition using the device-free approach. RF-Care [47] proposed a device-free solution for posture recognition based on RFID technology. The passive RFID tags arrays are placed in the environment to capture the activity information. When a posture is performed in front of these tag arrays, the disturbance causes variation in the RSSI values of these tags. RF-Care analyses and uses these changes for posture recognition. This work also studies the issue of tags placement in an indoor environment and provides an optimal setting for the tag array's deployment to achieve the best results to evaluate the performance of RF-Care. In the presence of one subject, the system achieves an accuracy of 98% in steady posture recognition for both the scenarios, using 9 tags and one reader. For posture transition, the proposed system achieves an accuracy of 70%. RF-Care provides a very simple and easy to implement solution but it has a latency of around 3.5 seconds which may be too long for some applications such as interactive environments. The accuracy for posture transition detection needs to improve. The proposed solution needs to be evaluated to check the effect of interference from the environment such as obstacle lying in the area of the presence of other people. Yao et al. [48] presented a device-free RFID-based technique for activity recognition. This work combines machine learning with RFID technology and proposes a dictionarybased approach which can learn the dictionaries for different activities in an unsupervised manner. The system uses RFID tags deployed in arrays for capturing activity information. Raw data from the tags is passed through a segmentation process in which the continuous sequence is divided into individual segments. Each segment represents a specific activity. The paper proposes and uses a sliding window segmentation algorithm which is based on slope variation. Seven features are selected by using a ranking method based on canonical correlation analysis. For activity recognition, this technique uses a sparse dictionary-based approach, in which a single dictionary is learned for each activity. The authors have deployed the proposed system in real environments and the comparisons with other approaches show that the proposed system can achieve better accuracy. A limitation of this work is the latency i.e., it takes around 4.5 seconds for recognition of an activity which may be too slow for some applications.
Yao et al. [49] presented a solution called R&P, which is device-free and uses passive RFID technology for human activity recognition. R&P extracts phase and RSSI values from the RFID tags deployed in the environment and uses these values for activity recognition. Unlike some other RFIDbased techniques, this work combines both RSSI and phase values for recognition. For de-noising of RSSI and phase values, D-Gaussian algorithm [50] and stein unbiased risk estimate based method [51] are used, respectively. R&P uses the DTW algorithm for feature matching and proposes a modified version of DTW called T-DTW, which can reduce the matching time by 60%. To evaluate the performance of R&P, various experiments with different settings, are done by the authors. The proposed technique shows good results in different realistic scenarios such as empty hall, office and book bar. The system is capable of identifying six activities with an average accuracy of 87.9%. It is a simple approach which can achieve good results but there are some limitations. It lacks the discussion about the complexity and time requirement for activity recognition. Tested activities are very different from each other and the system needs to be evaluated for activities which are very similar to each other such as standing & walking or sitting & lying.
Recently, an RF-radar based approach was presented by Avrahami et al. [52] for recognizing human activities in a checkout counter of a convenience store and a typical office desk. The proposed technique uses Walabot Pro sensor which is an RF-radar with 18 antennas and is capable of constructing a 3D image from the reflected radio waves. This sensor is deployed under the work surface and when the subject performs pre-defined activities, data is captured in the form of RF samples. For comparison purpose, the proposed system also uses a wearable IMU sensor (Microsoft Band 2) and data is captured from the IMU sensor during the experiments. Different techniques such as SVM, Random Forest, and Naive Base, are used for classification of performed activities. Experiments in both scenarios (checkout counter and office desk) prove that RF-radar can perform better than IMU and by combining both approaches, accuracy can further be improved. By increasing the projections of RF-radar, the accuracy of recognition can be increased. The proposed system achieves an accuracy of 95.3% for office desk-work and 34.9% for the checkout counter.
3) Behavior Recognition: Behavior recognition is an important sub-area of human activity recognition. The basic idea is to infer/recognize the behavior of a person from the data captured through different sensors. Behavior recognition is very useful in various scenarios such as smart environments (elderly care centers and smart homes) [53] and shopping centers. In elderly care centers, patients can be monitored remotely which can reduce the cost significantly because Table 4 . One study proposes a technique, based on the surveillance system, for analysis of shopping behavior [54] . The given system uses multiple cameras to track the movements of customers. One other technique used a Kinect sensor for behavior recognition of customers [55] . Besides problems such as computation complexity and cost, privacy is a major issue with vision-based approaches. Zeng et al. [56] proposed a Wi-Fi-based technique using CSI to recognize the behavior of customers while they shop. The given system is capable of detecting coarse-grained activities only, such as standing, walking and walking fast. The reason is, CSI cannot provide enough information to recognize finegrained activities e.g., the customer is just looking at a specific item, the customer is looking in detail and is interested or customer is putting the item in cart. Nowadays, researchers are using passive RFID technology for recognition of shopping behavior. Han et al. [57] proposed a behavior identification system called Customer Behavior Identification (CBID). The given system can analyze the wireless signal collected from RFID tags, attached to different items in the shopping center. CBID is capable of detecting popular item (item picked by most customers), an explicit correlation between items (rivalry or complementary), and implicit correlation between items (items picked or purchased at the same time). CBID uses phase changes and Doppler frequency shift, which occurs as a result of the movement of the items. The authors implemented a prototype of the proposed system and performed extensive experiments to evaluate the performance of CBID. CBID achieves good results in all realistic scenarios but the proposed system needs to be evaluated for metallic products to check the effect of interference with the signal. Also, this work lacks the discussion about the system latency.
Zhou et al. [58] tried to solve the problem of customer shopping behavior mining by using COTS passive RFID tags. Passive RFID tags are attached to different items of the store.
When users interact with these items, significant changes occur in phase readings of these tags. The proposed system exploits these changes for mining the customer's behavior. The system is capable of detecting different actions of a customer such as browsing through items, picking an item and trying items together (correlation between items). The basic idea is, when a user is just passing by a rack (browsing), phase values will be disturbed slightly and when an item is picked by a user (showing interest), phase readings will change significantly. When multiple items are tried together, these can be detected by finding the correlation between the tags. The authors implemented a prototype of the proposed system in a realistic scenario to evaluate the performance. It achieves good results for detecting popular category (items most browsed), hot items (items picked by customers) and correlated items (items picked together by customers). Performance of the given system degrades in a crowded store, where a large number of customers are shopping.
4) Fall Detection:
Fall means when the position of the human body suddenly changes from the normal state (e.g., standing, sitting or walking) to reclining, without any control [59] . Fall can result in injuries both minor and major. Around 3% of falls result in fractures but even minor injuries are not good as these may cause delays in the rehabilitation of the patient and can also cause further stress [60] . Elder people are more vulnerable to falls [61] and can face severe injuries even death as a result of fall [62] . Besides injuries, falls can add a lot to medical expenses. For the year 2015, in the USA alone, the billing cost for falls was around $50 billion [61] and as reported by Center for Disease Control and Prevention (CDS) USA, only in the USA, the cost of falls is expected to reach $67 billion by the year 2020 [63] . Most of the time, elder people live alone in elder care center. They are always vulnerable to fall. Monitoring their activity is very important so that if something bad (such as fall) happens, a staff member or caregiver is informed. Lying on the floor for a long time after the fall may increase the chances of death [62] . In recent years, significant work has been done in the field of fall detection. Table 5 gives some applications of fall detection along with the approach, technology, advantages, and disadvantages of different solutions discussed for fall detection. Some of these solutions are based on wearable sensors. Cheng [64] proposed a solution for fall detection using triaxle accelerometer integrated with active RFID tags. The triaxle accelerometer can provide three directional acceleration values and using this information, the system can classify the human posture into different categories. This study uses a [65] . This technique uses the accelerometer sensor embedded in smart-phone for fall detection. When a fall is detected, a notification, along with the location information, is sent to the pre-defined contacts. Jatesiktat & Ang [66] proposed a solution based on a wrist-worn device. The wrist-worn device consists of accelerometer and barometer and is worn by the subject all the time. Gia et al. [67] presented a solution based on wireless and energy efficient wearable devices. The device has multiple sensors such as accelerometer, gyroscope, magnetometer and temperature sensor. It also has a microcontroller on board, which collects data from these sensors and sends it to a processing unit via a wireless network. Many other solutions have been proposed based on a wearable device for fall recognition [68] , [69] . A major disadvantage in these types of solutions is that carrying a device is not always feasible, especially for elderly people and patients. They may forget about the sensors or may be bothered by wearing a device all the times. One other approach, which is very popular nowadays, is a device-free approach. Some of the device-free approaches use Wi-Fi for fall detection [70] , [71] . Wang et al. [72] proposed a solution for fall detection, based on a wireless network. The basic idea of this work is that human activities can affect wireless signals and CSI is a good indicator for detecting human activity (fall). A technique proposed by Minvielle et al. [73] uses special sensors deployed in the floor for fall detection. Kianoush et al. [74] presented a solution based on RF signal using radio devices to detect fall in industrial workplaces.
Some techniques use passive RFID technology for fall recognition. Wickramasinghe et al. [75] proposed the use of passive RFID tags deployed on the floor, for fall recognition. This technique uses tags fitted inside the carpet in a twodimensional grid and hidden from the users. Unlike their previous work [76] , this technique uses binary tag observation information i.e., presence or absence of a tag instead of RSSI which is more vulnerable to environmental noise. Tag observation information is formulated as a binary image i.e., present or absence of a tag when activity happens. This allows the technique to focus on a specific area as a possible location of fall instead of the whole floor because the tags in that area will be marked as unread or absent. When the data from all the tags is received (in form of tag IDs either read or not), it is treated as binary image i.e., some tags will be blocked by the person present while the rest will be read by the reader. The area with the maximum connected region is (where the tags are blocked) selected heuristically as a possible fall region. Only this area is considered for further processing instead of the whole carpet area which significantly reduces the processing cost. Eight features are selected from tag observation information and four different classifiers have been used to classify the activity as fall or not. Different experiments are performed to evaluate the performance of the given technique in a realistic environment. Although the given technique performs better as compared to the previous work of the authors, the proposed system needs to be evaluated for multiple subjects as well as subjects with bags or pets. Also, it is not clear from the paper that how will this technique differentiate between a fall or normal sitting or lying, covering exactly the same number of tags as in a fall. This paper lacks details about the time complexity of the proposed system.
Ruan et al. [77] proposed a device-free solution called TagFall, using passive RFID tags which can sense normal activities as well as falls. This technique not only can detect a fall but can also provide information about the direction of fall. TagFall uses the abrupt fluctuation/changes in RSSI caused by falling. For fall detection, TagFall uses Angle Based Outlier Detection method to mine the clustering patterns of RSSI created by normal human activities and detects an anomaly pattern caused by a fall. To detect fall direction, Dynamic Time Warping algorithm is used in which a fixed length data stream is taken and compared with the previously collected profiling data to find the falling direction. After pre-processing, RSSI values are classified into four categories: sitting, lying, standing, and walking. The angle variance of vector pairs formed by the same category is calculated and the upper and lower boundaries of variance are decided. Also, the segmented data streams for falls with different directions, are collected for use in DTW calculations. The basic working principle of this approach is that the angles between different vector pairs from the same activity will differ widely, thus having a high angle variance. Angles between vector pairs from different activity are much smaller. Using this phenomenon, TagFall is able to cluster normal activities and can detect an outlier i.e., fall. Authors have performed extensive experiments to evaluate the performance of TagFall. One of the limitations of this work is that it is designed only for a single resident. This technique is also labor intensive in terms of user profiling and data collection. 5) Activities of Daily Living: Recognition of Activities of Daily Living (ADL) is identifying the daily activities in an indoor environment such as a home. These activities include eating, cooking, sleeping, sitting, bathing, dressing, toileting, etc. Recognition of such activities is of great importance for its applications in various areas such as smart homes, surveillance and care centers. A smart home can adapt itself accordingly if it knows the activity of the resident. Recognizing the daily activities of patients or elder people in a caring facility or old homes, can help caregivers to monitor their health and provide the required treatment. Many solutions have been proposed over the past decade to recognize human daily activities. Table  6 presents the applications of daily activity recognition and provide details such as approach, technology, pros and cons of different techniques presented in this section. Some of these techniques use surveillance cameras to capture image or video and then apply computer vision techniques to recognize the activities performed [78] , [79] . As mentioned in earlier sections, vision-based techniques have better accuracy but there are many limitations of this approach.
Sensor-based techniques use a different kind of sensors such as accelerometers, motion sensors, pressure sensors, and RFID tags, for recognition of daily activities. Chernbumroong et al. [80] proposed a technique based on wrist-worn sensors, for recognition of elder people's activities to support independent living. Three types of sensors are attached to wrist-worn watch of the users which are: accelerometer, temperature sensor, and altimeter. This technique considers both basic ADL (BADL) and instrumental ADL (IADL). BADL includes activities such as grooming, feeding, stairs, dressing, and mobility (walking) while IADL includes activities such as ironing, sweeping, washing dishes and leisure activities (e.g., watching TV). The proposed system achieves an accuracy of more than 90%. A similar technique was presented by Liu et al. [81] for recognition of housekeeping tasks, using accelerometer and gyroscope as wrist-worn sensors. Wang et al. [82] proposed a solution for activity recognition by combining both the RFID system and wearable sensors. They use the RF signals from passive RFID tags connected to the subject's dress. A small reader is also attached to the user's dress, which further extends the coverage area.
Some techniques use a hybrid approach by combining both wearable and object-tagged mechanisms. In these techniques, users need to wear a device and objects of daily use are also tagged with different sensors such as accelerometer or RFID. Stikic et al. [83] proposed a technique which uses an accelerometer as wrist-worn sensor and objects of daily use are tagged with RFID tags. The authors evaluated their technique in three ways: using data only from the accelerometer, using the data only from RFID tags and using the data from both accelerometer and RFID tags. The results show that the hybrid approach (i.e., combining data from both accelerometer and RFID tags) achieves better results as compared to separate approaches. A similar approach was presented by Hein & Kirste [84] in which the user has to wear a device consisting of an accelerometer, gyroscope, magnetometer, and an RFID antenna. Different objects of daily use are also tagged with RFID tags. The authors evaluated the proposed system in two scenarios: breakfast (preparing and having breakfast, washing the dishes, etc.) and home care with an accuracy of 97% and 85%, respectively. Instead of wearing special devices, inertial sensors which are embedded in mobile phones can also be used for recognition of daily life activities [85] .
Some techniques use dense sensing and deploy different sensors such as motion sensors, pressure sensor, temperature sensor, and proximity sensor, in the environment [86] , [87] . When a user performs any activity in the vicinity of these sensors, relative information can be captured through these sensors which can be used for recognition of activities.
Widely used approach for recognizing ADL is to attach different sensors to objects of daily use and use the interactions of users with these objects to recognize the activity. Different sensors have been used for this purpose but RFID tags and accelerometer are among the most common ones [88] . Buettner et al. [89] proposed a technique using Wireless Identification and Sensing Platform (WISP) which combines passive RFID tag and accelerometer. Objects of daily use in the kitchen such as cup, bowl, milk-pack, and kettle are tagged with these WISPS and a reader captures the interaction of users with these objects. After collecting the sensor data, HMM is used as an inference engine to infer the activities from the collected data.
6) Ambient Assisted Living: The population is aging around the world because of the low birth rate and increasing life expectancy. According to the Australian Institute of Health and Welfare, 15% of the Australian population is 65 or over and this number will double by 2056 [63] . With the aging population, comes the problem of medical cost and caring of old people. Most of the elder people live alone in their own homes or in elder care facilities. They also need someone [90] , [91] . Table 7 gives some details (approach, technology, advantages, disadvantages) about different solutions discussed in this section along with some applications of ambient assisted living. Some of these solutions are visionbased and use surveillance camera to capture the information about the activities of the residents [92] . As discussed before, vision-based systems have many issues. A number of other solutions have been proposed using different types of sensors. These sensors are used in two ways: as wearable and attached to objects of daily use. Zhu & Sheng [93] proposed a multi-sensor technique for recognition of daily activities in robot-assisted living. Two inertial sensors are attached to the body of the user, one on the waist and other on the foot. Sensors are connected to a PDA which transfers the sensor data (angular velocity and the acceleration) to a desktop computer through Wi-Fi for processing. A set of neural networks classify the data into three categories: transitional, stationary, and cyclic. The output from the neural networks is fed into a fusion module which further categorizes them as zero displacement activity, transitional activity, and strong displacement activity. Zero displacement activities are further classified into sitting or standing while transitional activities are classified into standing-to-sitting or setting-tostanding by using a heuristic discrimination module. Strong displacement activities are further classified by applying the HMM algorithm. This approach is tested in a real-life scenario and achieved around 98% accuracy.
Raad et al. [97] presented an RFID-based system for monitoring the activities of Alzheimer's patient at home. The basic idea of this work is to track the movement of a user from one room to another and to report any abnormal situation (e.g., staying in the washroom for a longer time). The user has to wear a passive RFID tag around the ankle because the ankle is the relatively stable position in the body. To enhance the system efficiency, two pressure mate sensors are deployed on either side of the door to detect whether a user is coming inside or going outside. When a movement is detected by the sensors, the system triggers the reader to energize the tags and collects the data for detecting the location of the user. The proposed system is tested in a lab environment and achieved 88% accuracy. An issue with this solution is that wearing a device all the time is not a good choice, especially when it comes to elder people.
Many other solutions have been proposed using dense sensing approach. Franco et al. [95] proposed a technique for telemonitoring of elder people using dense sensing. The main objective of this study is to detect the nycthemeral shift in the daily routines of the older people which can help in early detection of dementia-related diseases. Infrared sensors are deployed in different locations of a flat (test facility) to capture the information about the daily activities of the resident. A total of eight months of data is recorded. A random process technique called Polya's urns is used to analyze the recorded data. Prada et al. [96] presented a method called Weighted Information Gain (wIG) to detect user-object interaction for assisting independent living. They use RFID technology i.e., RFID tags are attached to different objects (e.g., books). For proper training of the proposed system, light dependent resistors are used to represent the presence or absence of an object (e.g., book in a shelf). The wIG classifier uses the Information Gain algorithm to classify the RFID events as static or interacted. Experimental evaluation shows that the proposed system achieves better accuracy as compared to other similar approaches.
Although RFID technology provides a better solution for autonomous identification and tracking of objects, the range of RFID is an issue. The detection range of RFID is a few meters. To tackle this issue, many researchers have tried to merge RFID technology with other technologies such as Wireless Sensor Network (WSN). One such system called CUIDATS is proposed by Adame et al. [98] , for monitoring in a smart healthcare facility. The proposed system can track patients and assets and can also monitor vital signs (e.g., temperature, fall alert, pulse). CUIDATS is a hybrid solution in which RF beacons and RF readers are deployed in the environment while patients need to wear a wristband which consists of different sensors and RF transmitter. Assets are tagged with passive and active RFID tags. RFID reader and RF beacon are integrated into a single compact device which can collect the data and transfer it to the WSN. CUIDATS uses weighted centroid algorithm for tracking patients with wristband and accelerometer readings are used for fall detection. The proposed system is evaluated in a real-life environment (a hospital) and different tests are performed with reasonable accuracy. Summary: A summary of the work presented for action based activities is given in Table 8 and 9. As seen from the tables, most of the solutions use device-free approaches. Some of the solutions also use wearable approach. Substantial works have been done in the areas of gesture recognition, posture recognition, using RFID technology. Many of the solutions especially in the areas of AAL and ADL, are sensor-based and are using sensors like accelerometer, proximity sensor, and other sensors. The accelerometer is the most common sensor used in the field of human activity recognition.
Because of its device-free nature and easy deployment, RF technology is finding its usage in many fields. A significant amount of work using RF technology can be found in HAR. Many solutions have been presented using RF technology, especially Wi-Fi. Wi-Fi is used as a device-free approach for solutions in behavior recognition, fall detection, and people counting. Due to the fact that Wi-Fi is present almost everywhere nowadays, researchers are using this technology for many applications in various fields and it is providing good results.
One approach which is becoming very common nowadays is the fusion approach. Instead of using a single technology like accelerometer or RFID, researchers are now using the hybrid approach by combining multiple technologies. One example of such an approach is combining wearable accelerometer sensor with RFID tags attached to objects of daily use. The hybrid approach has the advantages of both approaches.
Machine learning plays an important role in activity recognition. Information can be collected through various approaches and technologies but after that, it is the job of machine learning algorithm to infer/recognize the activity. Some of the most common machine learning algorithms which are used in human activity recognition are; SVM, KNN, Random Forest, Naive Bayes, and HMM. Feature selection is also an important part before applying a machine learning algorithm. A good set of features can give better results. 
C. Motion Based Activities
These types of activities are related to the motion of human being. Activities are not only those which are related to performing any specific action but presence or absence, motion detection, etc., in an area under observation can also be an activity. Recognizing motion based activities is very useful, especially in surveillance and security. In this section, we provide an overview of motion based activities. Fig. 7 .
Examples of motion based activities (e.g., path tracking, asset tracking, motion detection in office). 3 
1) Tracking:
Tracking is one of the important sub-areas in human activity recognition. In an outdoor environment, tracking can be easily done using Global Positioning System (GPS) but GPS is not applicable in indoor environments. Tracking has many uses in various applications such as augmented reality, room occupancy detection, and indoor navigation. Due to its increasing importance, significant work has been done in this area. Table 10 gives some applications and details such as approach, technology, pros and cons for the techniques presented in this section. Existing research work in this area can be divided into device-bound [99] and device-free approaches. One of the limitations of the device-bound approaches is that the subject is required to carry a device or tag. But carrying a device or tag is not possible in all the cases, for example, in cases of animal tracking and unknown subjects. In device-free approaches, users are free from carrying any devices. One such example is the use of Wi-Fi signals for tracking the motion of humans [100] , [101] .
One approach for device-free tracking is to use passive RFID technology [102] , [103] , [104] , [105] , [106] , [107] , [108] . But the main challenge in this approach is the interference from the environment, which affects the accuracy of the solution [107] .
TASA [102] proposed a device-free RFID-based approach for location sensing and frequent route detection. This approach uses the RSSI values of the tags, arranged in arrays and deployed in the locality where the object will move, to find the frequent trajectories. To improve accuracy, active tags are used as referenced tags with known locations. This technique model the whole tag array in a coordinate system in which each tag represents a specific coordinate value with respect to a reference tag. The entire process is divided into two phases: location sensing and frequent route detection. In the first phase, RSSI values of only the affected tags (whose value is greater than a threshold λ) are taken into account and are stored in a database after sorting chronologically. This approach significantly reduces the memory requirement. Also, multiple readers are used and their readings are sorted in chronological order. Outliers are removed using the idea that only those tags are considered as affected if their neighbor tags are also affected otherwise these will be outliers. For locating objects along the trajectory, TASA makes use of the active tags deployed in critical positions along with passive tags. It is because active tags are more responsive to changes as compared to passive tags. At the end of the first phase, raw RSSI data has been converted to a set of different routes in chronological order. Phase two is activity sensing in which frequent routes are detected by using a two-step approach; frequent route set discovery with minimum support and online detection of frequent routes. TASA uses modified versions of Apriori [109] and FPGrowth [110] algorithm called as iApriori and iFPGrowth for detecting frequent trajectories. TASA is also capable of tracking multiple objects simultaneously with the help of active reference tags. Experimental evaluations show that TASA can perform better in different scenarios and even when the tags and readers are hidden from the subjects. TASA can accurately track single or multiple objects. However, there are some limitations of this approach. The accuracy is low when used to track more than two objects simultaneously. Also, active tags require battery maintenance which is not feasible in some situations. Placement of active tags is another issue. This approach is using parameters (λ and minimum support for iApriori) and tuning of parameters is always a challenging task. As shown by results, the performance is sensitive to parameter tuning and tags placement. Liu et al., [103] presented a device-free, RFID-based, approach for mining frequent trajectories. Active RFID tags along with readers are deployed. When an object moves around in this area, the tags along the path of the movement will be disturbed and the RSSI information from these tags is used for detecting a trajectory. Before the data collections, two base values are calculated for the tags in the absence of any objects. These values are neutral values of a tag which is the expected signal strength and sensitivity of the tag. When data (signal strength indicator) is collected from the tags, neutral value and RF values are used to find the interfered tags. If a tag is interfered, the signal strength value is replaced by one and if the tag is not interfered, it is replaced by zero. In this way, the data is transformed into a binary form. After the pre-processing stage, the next phase is to mine frequent trajectories. This task is done in two steps: training and monitoring. In the training phase, data is collected from tags for a certain period of time and this data is used to find frequent trajectories which are modeled as normal activities. In the monitoring phase, activity is detected and is compared with the frequent trajectories. The activity is considered normal or suspicious based on the comparison results. This work focuses on training phase to mine frequent trajectories because in the author's opinion, trajectory matching is the same problem as approximate sequence matching and there are many solutions for this problem. Some of the issues related with RFID tags are: not every tag along the trajectory may be detected, detected tags may not be able to accurately reflect the activity's order, and it is also possible that multiple tags are inferred by the activity in a given period. To tackle these issues, this work identifies the border between interfered and non-interfered tags for an activity. After the borders are detected, the possible positions of the objects are identified using the spatial map of the tags which is known in advance. Instead of the exact location, the ranges are located where the object possibly exists. One issue is that there may be more than one objects present in that area e.g., one object may be hidden behind the other. To handle this issue, two approaches are adopted. One option is to deploy multiple readers because the hidden object may be detected by at least one of the readers. The second option is to do fault-tolerant mining e.g., the hidden object may show up in next time periods. Mining algorithm consists of two parts. In the first part, frequent positions of the object are identified. In the second part, frequent trajectory segments are calculated. Starting with the short segment, frequent segments are extended using a depth-first search. The authors have performed different experiments to evaluate the performance of this technique in various scenarios. Although this technique performs well in many scenarios, there are some issues. Parameter tuning is required which is not an easy task. Active tags are used which require maintenance for battery TagTrack [104] is another device-free technique which uses passive RFID tags for tracking. The basic idea of this work is that RSSI shows different patterns when a person is present or absent in a given RSS field. When a person moves through different regions in a given RSS field, the RSSI pattern changes accordingly. This work focuses on two main problems: localization of a stationary object and tracking of a moving object. Localization is considered as a classification problem and different classification techniques are applied to locate a stationary object. TagTrack proposes two techniques: GMM-based HMM and kNN-based HMM, to track the moving object by learning the underlying patterns in different locations. Experimental results show that the given system can perform better for localization but the performance for tracking a moving object is poor.
Tadar is a system proposed by Yang et al. [105] which can track moving objects, even beyond the wall. Passive RFID tags are attached to outer walls with a reader fixed in line of sight. Basic idea behind Tadar is that tags receive the signal from the reader via two paths; directly from the reader and reader's signal reflected by another object and then received by the tag. Tadar exploits this reflected signal for tracking the object. HMM is used for object tracking. The proposed system has some problems such as direction dependency and vulnerability to reflective (metallic) objects. The detection range of the system is low (around 4 meters) for a concrete wall but most of the buildings use concrete walls. Also, the given system can track only one moving object and is not applicable for multiple objects.
Han et al. [106] presented a device-free RFID-based technique called Twins, for tracking and motion detection. This technique uses a phenomenon called the critical state, which is caused by the interference of different passive tags. The working principle of Twin is based on the critical state caused by the coupling effect among passive RFID tags. The idea is when two passive tags (e.g., A and B) are placed together at a certain distance, with the same antenna, one of the tags (B) become unreadable. It's because of the shadow effect from the other tag (A) and because of this effect, tag B's antenna will receive a very weak signal from the reader and therefore, will not respond to the reader. But if an object (human) pass close to the twins, some of the RF waves get reflected or refracted. Because of this disturbance, tag B receives enough energy to break the critical stage and becomes readable again. In this way, a moving object can be detected.
2) Motion Detection: Motion detection is a process to detect the presence of any moving entity in an area of interest. Motion detection is of great importance due to its application in various areas such as surveillance and security, smart homes, and health monitoring. A smart home is smart because it can adjust its environment according to the user's activity. The first and most basic thing for that is to know about the presence or absence of a resident. In security and surveillance, intrusion detection is very important and one of the basic tasks, which is basically detecting the presence or motion of outsiders. Motion detection also plays a key role in the field of health and remote monitoring of patients especially elder people. Different approaches have been used to provide solutions for motion detection. Details such as technology, approach, advantages, and disadvantages for solutions discussed in this section are given in Table 11 along with the applications of motion detection. Some of these solutions are vision-based and use surveillance cameras [111] . Some techniques use wearable sensors attached to the subject, for motion and presence detection. But this approach requires a sensor or device to be worn by a subject which is not possible in some cases, for example, unknown intruders or animals.
One class of solutions adopt a device-free approach for motion detection [112] , [113] . With the widespread deployment of Wi-Fi network, many solutions have been proposed using Wi-Fi signals for motion detection. These solutions exploit the changes induced by human motion in RF signal for detecting motion or presence of the human subject. Some examples of such solutions are FIMD [114] , RoMD [115] , and MoSense [116] .
Zhao et al. [117] proposed a technique called EMoD which is not only capable of locating a moving object but can also provide information about the direction of movement. EMoD is a device-free technique and uses passive RFID tags. Passive RFID tags are deployed in pairs (twins) at different points in an area under observation. The working principle of EMoD is the same as in Twins [106] i.e., critical state of the tags.
A device-free technique based on passive RFID technology called RF-HMS was presented by Wang et al. [118] . Like Tadar [105] , this technique uses RFID tags for seeing through the wall. By deploying passive tags on the outer side of the wall, RF-HMS can detect the presence of a stationary human, moving human, and also the direction of movement. RF-HMS does not require prior learning of the empty room's environment. RF-HMS characterizes each tag's multi-path propagation by channel transfer function using phase and RSSI measurements. It eliminates the noise and reflection from static entities such as furniture and walls, by dividing channel Cannot work if number of people increase transfer function, learned beforehand for each tag, irrespective of the presence or absence of a human in the room. Passive RFID tags are grouped in the form of an array to improve the sensing performance. Reflections from walls, indoor furniture and various parts of the human body are captured by the tag arrays and are combined by RF-HMS into a reinforced result. Then phase shifts can be extracted to detect the presence or absence of a human in the room. This solution can provide information about only two directions i.e., towards the tag or away from the tag and cannot detect motion in other directions such as left or right. Also, this technique requires calibration of threshold values which is always a challenging task. The proposed solution needs to be evaluated for concrete walls as most of the buildings have concrete walls.
3) People Counting: People counting means counting or estimating the number of people in a specific area, which can be a closed environment or an open area [8] . People counting is of great importance in various people-centric IoT applications like smart homes, elder care centers, and traffic management. This process has many applications both in normal and critical situations [8] . Some examples of critical situations are crowd control in huge festivals, public gathering, religious festivals, music concerts, sports stadium, etc. It is important to know the number of people attending a specific event so that the required arrangements can be made. An example of non-critical situations in which people counting has many applications is, counting the number of people visiting a specific facility (e.g., museum, retail store, train station, shopping mall, restaurant, art galleries or a library). Through the people counting system, the number of customers waiting in a queue or waiting room can be estimated. People waiting to be served is common in many facilities such as airport, restaurants, theme parks, and hospitals. It is very important for the managers to know the number of people waiting or visiting their facility and can help them provide better service to the customers, thus, enhancing their business. Through the people counting system, the trend of visiting people can be found. For example, a mall may have more visitors on Thursday as compared to other days, a library may have more visitors on weekdays as compared to weekends. Finding these trends can help business owners to plan accordingly and provide better arrangements to the customers. People counting can be of two types: crowd counting in an area and counting the number of people going in or out of a specific closed environment. Different solutions have been proposed to solve the problem of people counting. Table 12 gives some applications of people counting along with some details for different techniques presented for people counting. These can be categorized as image-based and nonimage-based [119] . Image-based techniques use cameras to capture an image or video of the area under surveillance and then analyze the image or video to find the number of people presents [120] , [121] . Some techniques use depth cameras and infrared lasers instead of traditional cameras [122] , [123] .
Non-image-based techniques use binary sensors, mechanical barriers and wireless signals for people counting. Mechanical barrier based techniques use a turnstile gate, which allows only one person at a time, to pass through the gate. This allows counting the number of people passing the gate. Binary sensor-based solution use break-beam sensors such as infrared or laser beam, deployed on a one-way gate [124] . When a person passes by the gate, it causes the beam to break allowing to count the number of people passing by the gate. A major problem with this type of solutions is that they require the subject to pass through a specific area (gate) which is not feasible in many situations such as crowd present in an exhibition.
Some solutions use wireless signals (such as Wi-Fi and RF), which is a more economical and practical approach. These solutions do not affect the privacy of people and can use existing infrastructure such as commodity Wi-Fi. Received signal strength of the wireless signal is an indicator of the signal when it propagates through a region. RSS is sensitive to the number of people present in a specific environment and can provide information for finding the number of people. Cheng & Chang [119] proposed a device-free technique for counting the number of people in an indoor environment using Wi-Fi channel state information. They use a transmitter (WiFi access point) and a receiver for collecting the RSS values of the signals. Deep Neural Network model is used in this technique which is trained offline on CSI data for the different number of people present in the room and then tested online. The proposed system is robust to location variability of the people inside a facility.
With the recent popularity of RFID technology and a decrease in the cost of RFID tags, this technology has found its place in various fields. Solutions to different problems are using RFID technology. One such example is using passive RFID technology for counting the number of people. R# [125] is a device-free technique, which uses passive RFID tags to estimate the number of people present in a facility. The basic idea of this work is that variance in the RSS values of backscattered RF signal change according to the number of people present in the environment. Passive RFID tags are deployed in the area under consideration and RSS is captured by a reader when the different number of people are present in the region. The proposed solution provides an easy and cost-effective technique for counting the number of people and achieves good results as shown by the experiments. A limitation of this work is that it cannot count more than ten people. Also, the performance is poor when people are walking at relatively high speed. This work has ignored the issues like time complexity, the effect of the surrounding (e.g., metallic objects), the effect of multi-height participants, etc. Summary: A summary of the work presented for motion based activities is given in Table 13 and 14. We have tried to include device-free solutions. During the literature review, we found that RFID technology is leading the area of tracking and indoor localization. Most of the solutions presented for tracking and localization are using RFID tags deployed in the environment and a fixed reader with antenna is used to collect data from these tags. Most of these solutions are low cost and have high accuracy.
Besides RFID, solutions for motion detection and people counting are also using sensor-based and RF-based approaches. Different sensors like infrared and pressure sensors are used to detect the presence of people in a specific place. Radio Frequency technology is also used for research in motion detection and people counting. Use of Wi-Fi is one such example.
In our opinion, people counting is the sub-area of motionbased HAR in which the least amount of work is done. Tracking and localization are two such areas in which a significant amount of research has been done. One possible reason for less work in people counting would be the development of such sensors which can detect motion and can estimate the count with minimum processing required.
D. Interaction Based Activities
Some activities can also be performed by interacting with objects or using objects. A human can interact with objects in different ways. Interacting with objects in different ways results in different activities. Recognition of these activities is important in many applications (e.g., entertainment). In this section, we discuss some of the activities which are based on human object interaction.
1) Human Object Interaction: Human-computer interaction (HCI) is a flourishing area of research about the interaction between users and different machines. A considerable amount of work has been done in this field and completely new ways of interacting with machines have been proposed. The traditional method of interacting with a machine (e.g., computer), was through a mouse or keyboard but now there are many different ways of interacting with machines [126] . You can interact with a machine by making gestures or performing a specific activity. Users can perform these gestures or activity either by their own body or by using some objects i.e., by interacting with an object in a certain way, you can control a machine or provide input. Recently, different techniques have been proposed for interaction with machines, which are based on the interaction with objects.
RFID technology is playing an important role in the field of HCI. Main reasons for the use of RFID are: RFID passive tags are battery-free and do not need any maintenance, RFID tags are cheap as compared to other wireless sensors, and these tags can be easily attached to any object. Many solutions have been presented using RFID tags attached to objects for interacting with machines. RFID Shakable [127] is a technique in which passive RFID tags are attached to different toys. The basic idea of this work is the pairing of two objects on the bases of their gestures. When two objects are tagged with RFID and they move in the vicinity of an RFID reader, information about their movement can be captured by the reader from those attached tags. After applying gesture recognition, similar objects can be identified for pairing.
Li et al. [94] proposed a technique called IDSense for detecting human-object interactions. The basic idea of IDSense is that it uses the changes in the signal parameters from RFID tags such as RSSI, Phase and Read Rate to detect humanobject interaction. A single tag is attached to different objects and a reader antenna is used to investigate these tags when interacted by a human. Using SVM, IDSense can classify these interactions into different states of the object such as touch, still, swipe, and motion. Authors have demonstrated the application of this technique in three case studies which are: interactive storytelling with toys, interaction detection of the daily object for activity inferencing, and product interaction tracking in a superstore. The proposed technique is simple to implement and can provide results in real time but there are some limitations. Due to a single tag per object, similar interactions cannot be recognized correctly such as translation and rotation. This can be overcome by using multiple tags per object. The performance is also sensitive to the speed of the interaction i.e., too slow or too fast interactions may not be detected correctly.
Li et al. [128] presented a technique called PaperID through which a simple paper can be converted into an interactive input device using passive RFID tags. Different gestures like touch, swipe, cover, wave, slide and free air motion can be identified using this technique. The dense placing of multiple tags (on paper in this case) can cause interference in their signals. To overcome this problem, this work proposes a concept of half antenna in which the antenna of the tag is monopole i.e., only half of the antenna is present. As a result, the tag cannot harvest energy from the reader and is not readable. But when the antenna is completed (e.g., by touching), the tag becomes readable. This work also proposes techniques for making custom tags using conductive ink. Using these techniques, custom tags can be created very cheaply and on the spot, according to the need. [129] through which any surface can be converted into a touchpad by attaching passive RFID tags. The basic theme of this technique is based on the change in impedance in tag antenna which occurs as a result of touching RFID tag. This change in impedance causes a phase change in the backscattered signal. Using this change in phase and machine learning algorithm, different gestures can be identified e.g., touch and swipe. The solution can work for both COTS and specially designed tags. No modification is required in the hardware. The technique can work for both single and multiple tags.
Shangguan et al. [33] presented the design and implementation of a technique called Pantomime which is capable of gesture recognition with only one antenna per location. This technique uses passive RFID tags attached to objects (two per object). When this object is moved in the air, the system is capable of recognizing the trajectory of the attached tag and thus the gesture made by the object can be recognized. By attaching two tags per object, the tag population becomes double causing a decrease in the reading rate of the tags. This will lead to a sparsely collected measurement which can affect the gesture recognition significantly. Also, a small gap between tags can cause the coupling effect which may lead to errors in phase values. Pantomime address these challenges by using a technique to boost the reading rate. In this technique, only the target tags are read and not the remaining tags in the coverage area. Pantomime identifies the target tag in a way that phase of that tag will go through a significant change when picked by a user and the phases of the rest of the tags will be stationary because of no disturbance. Once the target tags are identified, only values from those tags will be read and the remaining tags will be blocked, for a specific time (till these tags become stationary again), by manipulating EPC-standard C1G2 lowlevel interrogation process. The application of Pantomime is demonstrated by two case studies: handwriting tracking on whiteboard and superstore item querying. In the later case, a user picks any tagged-object at random and makes different pre-defined gestures with it, in front of a reader antenna. The system can recognize the gestures made with the object. Summary: Table 15 and 16 summarize the work presented for interaction based activities. This area has gained much popularity in recent years because of its application in various fields such as gaming, entertainment, and human-computer interaction. Many different approaches have been used for human-object interactions. We have tried to focus on devicefree approaches. However, there are many solutions which use wearable approach.
Use of RFID is very common in recognition of interaction based activities because of its passive nature. The passive RFID tag can be attached to any object and can provide information via wireless communication to the reader. Using RFID technology, many solutions have been presented for smart surface, touchpads and gesture recognition using object interaction. These solutions are low cost (because RFID technology is cheap) and provide high accuracy.
Previously, specially designed hardware surface using different capacitors were used as an input device or touchpads. But now, with the help of research in human object interaction area, any common surface (e.g., paper) can be converted into a touchpad or a smart surface. Research in human object interaction area is providing new and interesting ways for communicating with machines (instead of typical methods such as keyboard and mouse). Now, interaction with machines is possible by performing certain gestures and interacting with objects in a certain manner.
V. APPLICATIONS OF HUMAN ACTIVITY RECOGNITION
Human activity recognition is a very complex and challenging task. The basic goal of HAR is to interpret human activities by observing and analyzing the information collected about the activity. Interpreting and knowing human activities is of great importance and therefore, HAR has many applications in various fields [130] . Following are some of the application areas of HAR as shown in Figure 8 .
A. Elder Health Care
With the advancement in medical science and technology, life expectancy has been increased. The population is aging around the world with an alarming rate. 15% of the Australian population is 65 or over and this number will double by 2056 [63] . Another report by Goldstone states that by the year 2050, 30% of Chinese, European, Canadian and American people will have more than 60 years of age [131] . This increase in the number of elder people will cause many [67] , [71] , [75] , [77] , [90] , [91] , [92] , [93] , [97] , [98] , [132] . Human activity recognition (HAR) is an important part of AAL. With the help of recent advancement in the field of human activity recognition, it has become possible to monitor elder people remotely without having a human presence on the spot. Human activity recognition can help elder people to live independently. Especially, in case of patients like Alzheimer's and dementia, HAR can help in early detection and also assist doctors and caregivers in the treatment of these patients. By monitoring human activities and reporting any abnormal activity such as fall, HAR is helping to reduce medical expenses. HAR is also helping to reduce the demand for health givers which is not only costly but the world will face a shortage of trained professional because of the aging population.
B. Intelligent Environment
Intelligent environment refers to an environment in which the objects can sense and communicate. These environments have embedded systems and sensors which can capture and communicate information. Building smart environments is a very hot research topic nowadays. Human activity recognition is an essential part of smart environments such as smart homes, smart offices, smart health centers, and smart old care centers [133] , [134] , [135] . A smart environment adapts itself according to the activities of its resident (e.g., turning off the lights when the residents are asleep). Therefore, it is important to know about the activities of residents and that is where human activity recognition comes in play. Through techniques of HAR, smart environments can know about the activity of its residents and can adapt itself accordingly. For example, if no one is present in a smart home, it will turn off the lights, cooling/heating system and will close the windows, etc. If the residents enter the home, the smart home will automatically detect their presence and will turn on the lights and other systems accordingly. In a smart health care center which is context-aware, activities of patients can be monitored remotely. Doctors can monitor the status of patients and can check their routines for exercise or any therapy. Smart care centers can support the independent living of elder people. As most of the elder people have different diseases and they have problems with mobility, a smart care center can assist in their independent living.
C. Security and Surveillance
The traditional way of security and surveillance is to have a watchman guarding a facility. This approach is not practical for many reasons. Humans have limitations and needs and can make mistakes. The field of security and surveillance went through a paradigm shift and the role of security guards was taken by surveillance cameras. Unlike a security guard (human), surveillance cameras can watch 24x7 without any interruptions. However, there is still a need for human effort to monitor these security cameras for any suspicious activity. This limitation is overcome by research on human activity recognition. Different techniques have been proposed for automatic human activity recognition. These techniques are for both vision-based approaches and sensor-based approaches. For vision (cameras) based techniques, many solutions have been proposed which can analyze the video or image from the camera and can recognize the activities going on, thus, can report any suspicious activity without involving any human effort [136] . Also, many solutions have been proposed which can analyze and process the information from different sensors deployed in a facility and can report any suspicious activity such as intrusion [106] , [117] .
D. Human Computer Interaction
Human activity recognition is playing a central role in the field of HCI. The traditional way of interacting with a computer or any machine is to use an input device like a keyboard and mouse. This approach is not practical in many situations. For example, in public places like hospitals, train stations, airport, and parks, it is not feasible to place input devices. Also, some people may have a problem with using these input devices e.g., elder people or patients. Recently, through research in human activity recognition, many techniques have been proposed for interacting with machines without using any input devices. Now you can interact with a machine by making free gestures in the air or perform a specific activity for giving a particular command to the machine. Machines are able to recognize and understand these commands. Many gesture recognition solutions have been proposed in the past decades. Some of these solutions use wearable approach [28] , [30] , [126] while some are device-free [37] , [38] , [39] . These techniques have revolutionized the entertainment and gaming industry. Thanks to HAR, gamers can interact with games by performing actual activities and the game is able to recognize these activities. HAR is also helping robots to interact with humans by recognizing their activities.
E. Indoor Navigation
Global Positioning System-based outdoor navigation is a well-established area and has become a crucial part of our lives but indoor navigation is still an open issue. People spend most of their time inside buildings such as homes, offices, shopping malls, and restaurants. GPS doesn't work in indoor environments because of the low signal received inside the buildings (obstacles such as concrete, block the GPS signal). There should be an alternate solution for indoor navigation instead of using GPS like outdoor navigation. Navigation is a very important topic and has many applications which include localization and tracking, assisting elder people and people with disabilities, helping shoppers in a large shopping mall, assisting people in a big facility such as airports or hospitals, helping emergency response teams, etc. Research in human activity recognition is helping to solve the problem of indoor navigation. Many solutions have been proposed to detect human motion and presence, localize and track their movement and find the frequent trajectories in a certain environment [101] , [104] , [107] , [117] . All these solutions come under the umbrella of human activity recognition research and are helping society in terms of navigation.
F. Shopping Experience
Analyzing and understanding the shopping behavior of the customers is of great importance to business owners. Online stores can analyze customer's behavior very easily from the clicks and shopping carts of the customers. But analyzing the behavior of customers in a physical store is very challenging. The only data that business owners have about the shoppers, is sale history. Sale history can only provide details about the total profit or loss and the best seller item of the store. Business owners need information about the experience of shoppers. This information includes items in which customer showed interest, items which customers ignored, items on which customer spent most of the time, items which customers browsed or bought together, items which customers compared before buying, brands which customers were interested more, etc. This kind of information can help the business owner to boost their business and also provide the best shopping experience to the customers. Research in the area of human activity recognition has provided different solutions for recognizing the behaviors of shoppers. These solutions use different technologies. Some of these use surveillance cameras [54] while others use Wi-Fi [56] . With recent advancement in RFID technology, many solutions have been proposed for shopper's behavior analysis using RFID technology [57] , [58] . In this way, HAR is helping business owners to enhance their business and provide a better shopping experience to the customers.
VI. OPEN ISSUES AND FUTURE RESEARCH DIRECTIONS
Although significant research has been done in the field of human activity recognition, there are some open issues which still need to be addressed. In this section, we present some of the open issues in human activity recognition.
A. Complex Activities
Existing work can recognize basic and atomic activities which are performed by a single subject. Also, the model needs to be trained for similar activities in advance. But there are many complex activities which existing solutions cannot recognize. Following are some types of activities which offer further research opportunities for researchers.
Composite Activity: Most of the current solutions are focused on the recognition of simple activities performed by a single subject such as walking, running, eating, and sitting. But daily life is not only about these simple activities. There are many activities which are composite and consist of multiple simple activities. For example, doing exercise is a composite activity which consists of atomic activities such as sitting, standing, and running. Recognizing such a composite activity is very challenging as compared to the recognition of atomic activities. Blanke & Schiele [137] has discussed this issue in detail and has provided a potential solution for recognition of composite activities.
Multiple Subjects: Almost all solutions presented till now are capable of recognizing the activities of a single subject. Whether it is tracking, gesture recognition, posture recognition, or other areas, existing work is focused on recognizing the activity of a single person at a time. But in the real world, there are many situations in which activities are performed by multiple subjects simultaneously (e.g., people in the kitchen or living room) or multiple people involved in a single activity (handshake, hugging, etc.). Some researchers tried to solve this problem of recognizing activities in a multisubject environment. Wang et al. [138] proposed a solution for recognizing multi-users activities in a smart home, using dense sensing approach. Another work presented by Singla et al. [139] , proposed HMM model for recognizing the activities of two residents. But still, this problem is not solved completely and requires further research.
Concurrent Activities: Existing work is based on the assumption that a person will perform only one activity at a time. It can be true for ambulatory activities such as running and walking. But there are many situations in which users are performing concurrent activities i.e., multiple activities at the same time. For example, a person can be reading a newspaper while drinking coffee or having lunch while watching TV. Very little research has been done in this area and there is a potential for further work in this area. Further details about this challenge can be found in [140] .
Variability: Present solutions for activity recognition face the issue of variability. Variability means that if the same activity is performed by a different person or the same activity is performed by the same person at a different pace. Many existing systems cannot deal with variability problem i.e., if the same activity is performed by a different person, the system's recognition accuracy is very low. Also, if the same person performs the same activity in a different style, the system's performance degrades. Modern systems should be robust and should deal with the issue of variability. It is still an open issue and needs further research.
B. Need for Intelligent Solutions
Current solutions follow a traditional approach in which a model is trained for some activities and it can then recognize only that type of activities. Also, current HAR solutions are capable of recognizing only the past activities. But in today's world, there is a need for smart solutions which can detect normal activities (for which the model is trained) as well as abnormal activities and are also capable of predicting the future activities. Following are the two areas which need further research for making HAR solutions intelligent.
Abnormal Activities: Existing solutions are focused on recognizing activities which are normal daily life activities such as sitting, standing, sleeping, walking, and eating. Recognition of these activities is important but that is not the whole purpose of activity recognition, especially for those applications which intend to identify abnormal activities. Detection of abnormal activities is of great importance in applications like security and healthcare. In security and surveillance, any abnormal activity is suspicious and should be reported immediately so that proper action can be taken. In healthcare, the detection of abnormal activity is very important for remote monitoring. If anything abnormal is detected, proper assistance should be provided. Recognition of abnormal activities is a challenging task due to many reasons. There is no single definition of abnormal activity and many interpretations are available to define abnormal activity. According to [141] , abnormal activities occur rarely and are not expected in advance. Another hurdle in recognition of abnormal activities is the availability of data. For normal activities, a substantial amount of data is available to train the model but data for abnormal activity is very scared. There is a need for further research in this area.
Predicting Next Activity: Almost all of the existing solutions can recognize the past activity i.e., when activity happens, the given system can recognize it. This means that current HAR system can recognize previous activities, which is helpful in many situations. But an interesting thing would be that if the HAR system can predict future activity i.e., what will happen next. This function is very important, especially in applications like fall detection/prevention. If a HAR system can tell the caregivers that a patient or an elder person is about to fall, fall can be prevented, which is very helpful. A possible research direction would be to make the HAR system not only recognize the current and past activities but should also predict future activities.
C. Environmental Interference and Experimental Setup
Significant research work has been conducted for HAR but still dealing with environmental interference is a big challenge. Also, the existing solutions are labor intensive and need extensive training before testing. Currently, there is no benchmark (in terms of data and experimental setup) for evaluating the performance of HAR techniques. These areas offer future research opportunities and are discussed in this section.
Requirement of Extensive Training: Almost all the solutions proposed, required training. Getting training data is not an easy job, especially in the case of elder people. Many of these solutions are heavily dependent on training and required to be trained again if the environment is changed. For example, if you need to implement it in a different room or home, you have to train it again. Also, the training time for some solutions is too long and need to be trained offline. A good solution for activity recognition should be independent of the environment i.e., once trained, it should work in any similar environment. This aspect of HAR system needs further research.
Environmental Interference: Although the research in human activity recognition using device-free approach has become very advanced in many ways, still, dealing with environmental interference is an issue. Most of the solutions proposed are vulnerable to environmental factors and their performance is affected by the outside world. The device-free approach is getting more attention because of its advantage as users are not required to carry any device with them but dealing with environmental interference is still an open issue and requires more research to minimize its influence.
Need for Standard Testing Setup: Solutions proposed for different sub-areas of activity recognition use different approaches. The experimental setup is different and the environment is different. Therefore, it is very difficult to compare these techniques for evaluation. There is no standard set up or benchmark (e.g., benchmark data sets in data mining) for evaluating the performance of a solution. There is a need for such a system, through which the performance of any new or existing solution can be evaluated.
D. Security of the System
In the literature review of the human activity recognition system, almost all the solutions have ignored the security aspect. The proposed solution are more focused on accuracy, cost, scalability, etc., while ignoring the aspect of security. Security is an important aspect of the human activity recognition system. Information about the activity of a person should be available to authorized people only. Discussion about accessibility, privacy, and security of the information about human activities is missing from the literature and this area needs to be investigated.
VII. DISCUSSION
In this article, we discussed and analyzed different aspects of human activity recognition. We presented a review of the overall work conducted in different areas of the activity recognition with main focus on device-free approaches. As obvious from section 4, different approaches have been used for recognizing the activities of human. We found that the comparison of these techniques is difficult due to the following reasons.
Main Focus: We found that comparing these techniques is difficult due to various reasons. As shown in Figure 6 , we have divided human activity recognition research into different subareas. All these sub-areas come under the umbrella of activity recognition. We have provided a literature review for all these sub-areas and have covered different techniques proposed in these sub-areas. The main focus of the work discussed varies, as some of them focus on one sub-area while others focus on another sub-area. Because of this, it is difficult to compare all these techniques. For example, comparing a technique for gesture recognition with a technique for ADL recognition is difficult. In gesture recognition, the processing time is very important and the solution needs to provide the results in real time while in the case of ADL, time is not a big issue instead importance is given to the accuracy of the results. However, we have tried to provide the readers, a comparison of these techniques on some common ground.
Approach: Different techniques use different hardware. For example, some techniques use wearable devices while others use device-free approach, some use sensors attached to the objects while others use Wi-Fi. Also, these solutions use different classification methods (machine learning tools). Comparing such solutions, which are based on completely different approaches is not an easy job. Every approach has its pros and cons but comparing these approaches with others, is challenging. We tried our best to provide a detailed comparison to the reader.
Experimental Setup: There is no universal setup for evaluating these techniques. Experimental setups used in different solutions are different from each other. For example, some solutions use wearable devices and perform experiments in a room while other approaches use tagged-objects and perform experiments in a kitchen. Comparing solutions with the different experimental setup is challenging because accuracy and other factors depend on the experimental environment.
Missing Details: A major issue that we faced in our literature review, is the missing details, as you can see from Table  2 , 3 and 4. There are some papers which lack information about very important things. For example, most of the papers lack the discussion about time and space complexity of their techniques. There is no discussion about the latency of the proposed approach which is a very important factor in activity recognition. Some papers are missing the details about the classifier (machine learning algorithm) used in the approach. There are papers in which there is confusion about the working of the proposed technique such as, whether the proposed technique is real-time or not and off-line or online. Authors should try to provide detailed information about everything involved in their approach. They should include a discussion section to provide details such as latency, complexity, and limitation.
VIII. CONCLUSION
In this work, we have presented a comprehensive overview of the research work in human activity recognition. Unlike other surveys which focus only on a single type of activities, we covered almost all the sub-fields of activity recognition. We divided the research in activity recognition into three main categories: action-based, motion-based and interactionbased. We further divided these into 10 different sub-categories and presented the latest literature for each category. The Main focus of this survey is device-free approaches with a focus on RFID technology. We discussed the latest literature using device-free approach for human activity recognition and provided a comprehensive comparison of the different techniques included in the literature review. We also provided some applications of human activity recognition in various areas. In the end, we discussed some open research issues in activity recognition and provided future research directions.
